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One of the main characteristics of GNSS signals is the low level of signal power reaching the re-

ceiving antenna. Despite the weakness of the signals, the spread spectrum nature of the trans-

mission allows navigation receivers to recover timing information and to compute the user’s posi-

tion by exploiting the gain obtained at the output of the correlation block.  

Among all the different error sources that can potentially corrupt satellite navigation waveforms, 

the Radio Frequency Interference (RFI) is particularly harmful since, in some cases, it cannot be 

mitigated by a simple correlation process. In fact, even if the spread spectrum technique is theo-

retically able to mitigate the presence of jammers in the bandwidth of interest, the actual limitation 

can be the limited dynamic range of the receiver front-end. 

The presence of undesired RFI and other channel impairments can result in degraded navigation 

accuracy or complete loss of receiver tracking. It is also to be considered that the number of 

electromagnetic sources that are candidate to become unintentional interferers for GNSS signals 

is large. There are many systems that we depend on in daily life that rely on the transmission of 

RF energy in the L-band and in several occasion unintentional interference on the GNSS band-

width has been noticed. The effects produced by the interfering systems on GNSS receivers 

heavily depend on the interfering signals.  

Furthermore, among the GNSS threats, intentional attacks with the objective of disrupting the 

target receiver have to be accounted. Recalling that GNSS bandwidths are protected, the mali-

cious transmission of counterfeit GNSS-like signals, usually known as spoofing, may become 

quite dangerous also for civil use of GNSS, as the number of applications increases. Fraudulent 

attacks to GNSS receivers/systems are typically distinguished in jamming and spoofing, where 

this latter can be of different threatening level depending on the complexity of the attack. 

The scope of the presentation is to provide an overview of the most advanced techniques cur-

rently under investigation for jamming and spoofing detection in order to implement user alerts 

and, possibly, to mitigate their effects on the receiver performance. 


