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Low budget GNSS jammers are small devices, powered from a battery or the cigarette 

lighter of a car, transmitting a high power signal within the GNSS frequency band. This 

kind of active transmission of signals in the GNSS band is called “intentional interfer-

ence”. Given that the navigation signal is weak, when received by a GNSS receiver on 

earth, it can be easily interfered by jammers. The jammer prevents receivers in its vicinity 

from determining a position and degrades the position accuracy over a wide area. His-

torically, signal jamming and the design of equipment to protect against it has been con-

sidered primarily a military problem. As our dependence on GNSS grows, protection 

technology that was once only available to the military is now becoming available to the 

commercial world. 

To understand how serious the real threat of these jammers is, seven devices were ana-

lyzed in the lab of our institute. Current low budget jammers are transmitting in the L1/E1 

band, where the open GPS C/A service is provided and the future Galileo OS will be 

broadcasted. With the introduction of an additional open service in the L5/E5 band it can 

be assumed that future jammers will also transmit in the according band. 

In this talk, a detailed characterization of the transmitted RF signal will be given. First 

analyses have shown that most of the nowadays available low budget jammers are chirp 

signals of similar type. All of them have a unidirectional or bidirectional, linear and positive 

sweep function, but with different bandwidth, signal power, sweep time, and temperature 

effects. Only a few jammers are transmitting continuous wave signals. For each jammer 

type a mathematical model description will be discussed, which can be used for simula-

tions or a novel mitigation approach called “Active Signal Cancellation”. Finally, an over-

view of anti-jammer technologies will be presented within this talk. 
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